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EVTMS - INSTRUCTIONS TO LOGIN
Revised: 25-Jun-2019

1. Before accessing the application, please add in the web browser the following URL’s to the
Trusted sites in Security, Internet Options: https://idms.canal.acp , https://csms.canal.acp ,

https://vpn.pancanal.com

Trusted sites [
You can add and remove websites from this zone. All websites in
% this zone wil use the zone's security settings.
Add this website to the zone:
Add
Websites:

https:/jesms.canal.acp Remave

https:/fidms. canal.acp

Require sarver verification (https:) for all sites in this zone

>

2. To access EVTMS, select the LOGIN button from the EVTMS web site:
http://www.pancanal.com/eng/op/evtms/index.html

* C | Sesrch.
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Enhanced Vessel Traffic Management System
Update: 14-Mar-2019
The Enhanced Vessel Traffic Management System (EVTMS) is a key element in the effort 1o transform the Canal in a
worldwide leader in the maritime service industry, parficulady in relaion 1o the scheduling and tracking of maritimeld
traffic. This state-of-the-art computerized system integrates the tracking of vessels with maritime operations databasef *
information, offering a Bve representation of the Canal resources and transiting vessels at any specific moment in time.

For any additional information for your new user and password, please comtact CustomerSendoaglpancanal com
——
VN\EVIMS “ogn

Reports

* Anival Information Repon 8

Related Documentation

! G ..“" You need Acrobal Reader to view these documents. If you do not have it, click on the icon on the left 1o
download it from the Adobe website.

Aboutthis ste  Related Sites  ContactUs  Internal Portad &Sl! !I...

Note: The application EVTMS works properly using Windows 10 Enterprise 1803.


https://idms.canal.acp/
https://csms.canal.acp/
https://vpn.pancanal.com/
http://www.pancanal.com/eng/op/evtms/index.html
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3. This will connect your browser to a VPN gateway where the EVTMS application is
published. The following screen will be displayed to run an add-on ActiveX control. Follow

the instructions to run the ActiveX control. It’s necessary that the user logged in the computer
have rights to install software.

€ Installation - Windows Intemet Explorer
@Qv | hitps//vpn pancanal.com/CACHE sdesktop/insts « G | 53 [ 42 | x | (=] 8ing

J¢ Favorites | 3 Jggested Sites v 8] W

=l

@ Installation M v B ~ = @ v Pagev Safetyv Took~v

¥ This website wants to run the following add-on: 'AnyConnect Secure Mobility Client' from 'Cisco Systems, Inc.. If you trust the website and
the add-on and want to allow it to run, click here...

Run Add-oj
Run Add- Il Websites
What's the Ris|
alaln

Cisco Secure

cisco Information Bar Help
# webLaunch Using ActiveX for Installation
Please look at the top of your browser for the
_ Platform inform,
Detection
- Activex

To proceed with set up, select "Install ActiveX
Control”. If you are an administrator of this

device, please accept the UAC prompt if you see

it, otherwise, please select Cancel.

Continuina in 4 seconds [skipl. =

4. When the following message appears click on “Run” and the add-on will initiate.

Internet Explorer - Security Warning 5‘

Do you want to run this ActiveX control?

Mame: AnyConnect Secure Mobility Client

Publisher: Cisco Systems, Inc.

Don't Run I

'-“ = This ActiveX control was previously added to your comp when vou installed
\Ol another program, or when Windows was installed. You should only run it if you
- trust the publisher and the website requesting it. 'What's the risk?

4. If the browser security warning appears click on “Allow”.

P
Internet Explorer Security 5]

a A website wants to open web content using this
program on your computer

This program will open outside of Protected mode. Internet Explorer's

Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

MName: AnyConnect Secure Mobility Client
- Publisher:  CGisco Systems, Inc.

|| Do not show me the warning for this program again

() Details [ Alow |
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5. When the following Login window is displayed, select the group “IDMS” and enter the
username and password. (you have up to five attempts before the account will be locked)
This will log you onto the IDMS system from which you will access EVTMS.

5 https /v pancanal.com/+CSCO% m e e ~ @G/ search o~

5L VPN Service

ANAL DE PANAMA ACF - 3SLVPN Servioe

1) —

Plesse enter your usemame and password.
GROUP:  [1DMS. v
USERNAME:

PASSWORD.
Login

6. Press the button “Continue”

https.//vpn pancanalcom; + +/portal htmi?next=s, v @C seach P~

ACP - SSL VPN Service

37( CANAL DE PANAMA ACP - SSL VPN Service

| ATENCION 11 USTED SE ESTA CONECTANDO A LA
|RED DE USO PRIVADO DE LA AUTORIDAD DEL

| CANAL DE PANAMA. EL ACCESO NO
|AUTORIZADO A ESTA SERA PENALIZADO DE

| ACUERDO AL REGLAMENTO INTERNO DE LA ACP
|Y A LAS LEVES VIGENTES EN LA REPUBLICA DE
|PANAMA

[
| Cancel | | Continue

7. In the next Window, under WEB Applications, select the option “IDMS”:

3 httpsvpn pancanelcom; + CSCOE +fportal i - &) sesrch o- s

£ ACP - SSL VPN Service

ﬂ: CANAL DE PANAMA ACP - SSL VPN Service

OE =
?) L Web Applications Web Applicati i and

Lo Coskies and JavaSeript must be enabled on your browser.
CSMS/

Your VPN session provides access only to the corporate resources that your administrator
has previously configured for your use.

We recommend that you add the security appliance to the list of trusted sites, as follows:

1. Choose Intemet Options. To da 5o, use either of the following methods
hoose Start > (Settings > Control Panel > Internet Dptions.

Open Internet Explorer and choose Tools > Internet Options.
Click the Security tab.
Click the Trusted sites icon, then click the Sites button below,
Using the hitps:// prefix, type the host name or IP address of the security
appliance in Trusted Sites window. To maximize connectivity, use a wildcard such
a5 https:/[* yourcompany.com

BN

Click Add.
. Click OK.
Click OK on the Security tab.

LY

To Access a Web Application
Use one of the following methods to access a web application:
» Click a link an the Home or Web Applications page.

« Enter the URL in the Address field in the page, select https:// or http://, and click
Browse




8.

10.

11.

12.

ST
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Then the following screen is displayed. Please enter the same username and password given.
And press “Sign In”.

The first time you enter, your browser will block the IDMS application Pop-up; and the
following screen is displayed. In this screen select the option “Always Allow Pop-ups from
this site”.

¢ Favortes (@ ACP - Customer Service Management System | | -

Thereafter, select “Yes” in the following screen

Allow pop-ups from this site? X|

[ = FI ‘wiould pou like o allow pop-ups from ‘idms. canal acp™?

] we |

The system then prompts you to enter your user and password again (this is only needed the
first time, you have up to three attempts before the account will be locked).

The first time you log-in, the system shall also request to change your password. In order to
do so, on the following screen enter the Reference number (printed in the email sent to you
when your account and password were created), new password and confirm new password.
The new password must be a minimum of 10 characters for administrators and 8 characters
for other users, and must contain 3 of the following security rules:

a. Uppercase characters
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b. Lowercase characters
c. Numeric digits
d. Special characters (3$, #, etc.)

NOTE: The password entered must NOT include the username. B

Ful & (948 NLTWSAT.

b Payymaes: (7]

[ TrT T —

13. The following window will displayed.

2 https s canslacp - ACP - Intemet Explarer -

Copyright 1996-2007 Panama Cansl Authormty. All Pghis resarved. Varsion 1.0.6.25_102

14. Select the option EVTMS. Press the button “Go”.

E!
o

Select System to Access: |EALNE o

15. Until the process to access EVTMS, the application could displayed a warning to install a
new version of JAVA.

Closing this window will cause EVTMS/SiIMAT application to close inmediately, losing
any unsaved data. This window may be minimized safely at any time and will be closed
automatically by the application after you logout.

Java(TM) was blocked because
itis out of date and needs to
be updated.
What's the risk? Update Run this time

Attention: DO NOT UPDATE the version of JAVA. Press the button “Run this time”
Note: The correct JAVA version is 6.43



¢
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16. Press “Run” for the next warnings.

ral.com/forms/frmservlet?config=SSO&otherparams=PUS=k9aleSOdvxFimrOG & -

Warning - Security X
The application's digital
signature cannot be verified. 0
Do you want to run the
application?
Name: oracle.forms.engine.Main
Publisher: UNKNOWN
From: https://vtms.pancanal.com
[JAiways trust content from this publisher]

Run | [[Cancel ]

This application will run
with unrestricted access
which may put your
1) personal information at ~ More Information...
risk. Run this
application only if you
trust the publisher.

Jo not close this

1 will cause EVTMS/SIMAT application to close ir i losing
This window mav be minimized safelv at anv time and will be closed

17. Thereafter, the EVTMS application main page will be displayed and you may use the system
as normally. Note that with this new connection you will only be able to use EVTMS. Other
Internet access via the same browser will not be available.

4| EVTMS: [ACPAG_SOPGRTE@OCU]
Action ETA/Booking Admeasursment Financial Management Security CPC/Safety Resources MTC Log System Administration Inquiry/Reports Help Window
2 E

~
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18. To properly exit the EVTMS application you need to also exit the IDMS system and then the
VPN connection. First in EVTMS select, Action, Exit.

EVTMS: [ACPSUP_FAIS@OCU]

ETABocking Admeasurement Einancial Managemert: Security CPC/Safety Resources MiClLog &

Additiona Cor

Notifications

19. Thereafter, in the next screen (IDMS system) click on the “Logout” button (the mouse cursor
will change to a hand icon when over the word “Logout”). Accept the prompt to logout that
appears by clicking “OK”.

/> ACP - Windows Internet Explorer

Welcom

eSS

Select System to Access: |[EVIMS [~

20. An information screen will display showing that the session was properly closed. This can
then be closed by clicking the “X” button in the upper right corner.

/= ACP - Windows Internet Explorer =100 %]

€ https:/fidms.canal.acp/IDMS/idms/pages/login/endingSession. jsp & b

@ The session has finished successfully.

[T [ [ '3 [@ Intemet | Frotected Mode: on Yo v [®0n

21. Thereafter, on the next screen close the VPN connection by clicking on the Logout link in the
upper right of the screen.

€ ACP - S5LVPN Service - Windows Intemet Explorer o |-
@Q Ll |g, hitps://vpn.pancanal.com/+ CSCOE+/portalhtml + &h } B I ‘9} x [ Bing P~

i Favorites | o Suggested Sites ~ @] Web Slice Gallery =

{@ ACP - SSLVPN Service % -~ B - 9 #m - Pagev Safetyv Tools~ @~

ﬂfl' CANAL DE PANAMA ACP - SSL VPN Senice

j——

[ & Web Appiications @ Looou E3

| Web Applications Web Applicgﬁt_)ns Requirements and ‘ —
1DMS
* CSMSI/EVTMS

Cookies and JavaScaript must be

ar~hlnd nn s heaenr E
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22. Thereafter, a Logout message will be displayed with a button to Logon again if desired.
Otherwise, you may close the browser to finish the session. Your browser can now be used to
access other Internet sites.

Goodbye.

Faryour own security, please:
o Clearthe browser's cache

+ Delete any downloaded files
e Clogethe browser's window

Logon |




