EDCS CIG registration and accreditation process

1. Customer requests access to web module: Customer requests it´s administrator User ID and password forwarding the “EDCS Users Administration Request” form  No. 337 (http://www.pancanal.com/eng/maritime/forms.html 

2. ACP processes the request: Reviews information, approves the request and sends the customer it´s administrator user ID by mail and it´s password by fax. With this User ID and password, the customer is ready to access the EDCS web module (http://www.pancanal.com/eng/maritime/index.html) 

3. Customer requests CIG access: The customer administrator registered to the ACP requests the CIG access forwarding the “EDCS Users Administration Request” form 337 (http://www.pancanal.com/eng/maritime/forms.html) by email to edcs_registration@pancanal.com or facsimile (507) 272-4292. On this form the customer has to define the format that it prefers to use (EDIFACT or XML) or the connectivity that it wants to use (FTP or HTTP).

Note: The CIG module requires the use of a digital certificate for server. The first digital certificate requested will be provided by the ACP at no charge, the second and up will have a charge of $ 1,000.00 each. All digital certificates will be valid for one year.

4. ACP processes the request: Reviews information and assign a technical counterpart from the ACP that will be the point of contact through out the entire CIG accreditation process.

5. CIG Accreditation process:

a. ACP sends technical documentation

1). Panama Canal Data Requirements (PC-ADR):  Includes information required for ACP’s clients to map and translate data from any (of their individual) formats to the proprietary PC-ADR format. It lists the message types that CIG accepts, specifies their   detailed structure and validations.

2). Client Data Requirements: cover all procedures relating to connecting to the CIG; for both the HTTP or secure FTP (including third party VAN) connection. 

The PC-ADR along with the CRD would make up the complete set of information required for using the CIG.

b. The ACP sends the Interconnection Security Agreement (ISA) for the customer to accept and sign

c. The ACP issues a customer’s digital certificate for servers

d. After the customer has performed all necessary changes on their backend systems or acquire the services of a third party (V.A.N) to do it, the testing phase will begin.

e. Testing phase: Each customer is required to complete a series of tests designed to evaluate their ability to receive and transmit the required data. Testing for CIG is done in three stages: the systems interface test, the software test, and the pilot test. 

1). The systems interface test is used to verify the accuracy of the participant's communications software and hardware. All communications problems encountered during the test are resolved. The test is successful when the participant has submitted and retrieved all required messages using the CIG. Each customer to evaluate their software’s effectiveness in transmitting and receiving the required forms must follow a pre-defined test scenario.

2). The software test allows final adjustments to the customer's system and provides an opportunity for error detection without risk. Each customer must demonstrate the ability to transmit all required sample forms and receive the replies according to established test procedures. The CIG will process the sample forms and generate error messages, reject messages, and status notifications.
3). The pilot test occurs after software testing is completed, and live data is transmitted through the CIG to the ACP. Upon successful completion of the pilot test, the customer is ready to send all required information. 

